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ExeC Ut I Ve S u m m ary This document introduces the benefits, uses and basic tech-

nologies of wireless LANs (WLANS). A WLAN is an on-premise data communication system that reduces the need for wired connections and
makes new applications possible, thereby adding new flexibility to networking. Mobile WLAN users can access information and network
resources as they attend meetings, collaborate with other users, or move to other campus locations. But the benefits of WLANS extend beyond
user mobility and productivity to enable portable LANs. With WLANS, the network itself is movable. WLANs have proven their effectiveness

in vertical markets and are now experiencing broader applicability in a wide range of business settings.

This document describes the business benefits and applications of WLANs and explains how WLANSs differ from other wire-
less technologies. It explains the basic components and technologies of WLANs and how they work together. It explores the
factors that customers must consider when evaluating WLANSs for their business applications needs. Finally, it introduces the
Wireless LAN Alliance (WLANA), a non-profit consortium of wireless LAN vendors that provides ongoing education about spe-

cific applications, current technologies, and future directions of wireless LANs
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INTRODUCTION TO WIRELESS LANS

A wireless LAN (WLAN) is a flexible data communication system imple-
mented as an extension to, or as an alternative for, a wired LAN within a
building or campus. Using electromagnetic waves, WLANs transmit and
receive data over the air, minimizing the need for wired connections. Thus,
WLANSs combine data connectivity with user mobility, and, through simplified

configuration, enable movable LANS.

Over the last seven years, WLANS have gained strong popularity in a num-
ber of vertical markets, including the health-care, retail, manufacturing,
warehousing, and academic arenas. These industries have profited from the
productivity gains of using hand-held terminals and notebook computers to
transmit real-time information to centralized hosts for processing. Today
WLANS are becoming more widely recognized as a general-purpose con-
nectivity alternative for a broad range of business customers. The U.S. wire-

less LAN market is rapidly approaching $1 billion in revenues.

APPLICATIONS FOR WIRELESS LANS

Wireless LANs frequently augment rather than replace wired LAN
networks—providing the final few meters of connectivity between a back-
bone network and the in-building or on campus mobile user. The following
list describes some of the many applications made possible through the

power and flexibility of wireless LANS:

= Doctors and nurses in hospitals are more productive because hand-held
or notebook computers with wireless LAN capability deliver patient informa-

tion instantly.

= Consulting or accounting audit teams or small

workgroups increase productivity with quick network setup.

= Network managers in dynamic environments minimize the overhead of
moves, adds, and changes with wireless LANs, thereby reducing the cost

of LAN ownership.

= Training sites at corporations and students at universities use wireless
connectivity to facilitate access to information, information exchanges, and

learning.

= Network managers installing networked computers in older buildings

find that wireless LANSs are a cost-effective network infrastructure solution.

= Retail store IS managers use wireless networks to simplify frequent net-

work reconfiguration.

= Trade show and branch office workers minimize setup requirements by

installing preconfigured wireless LANs needing no local MIS support.

= Warehouse workers use wireless LANs to exchange information with

central databases and increase their productivity.

= Network managers implement wireless LANS to provide backup for mis-

sion-critical applications running on wired networks.

= Restaurant waitresses and car rental service representatives
provide faster service with real-time customer information input and

retrieval.

= Senior executives in conference rooms make quicker decisions because

they have real-time information at their fingertips.
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FIGURE 1. SOME PoPULAR WLAN APPLICATIONS
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BeNEFITS OF WLANS

The widespread strategic reliance on networking among competitive busi-
nesses and the meteoric growth of the Internet and online services are strong
testimonies to the benefits of shared data and shared resources. With wire-
less LANS, users can access shared information without looking for a place
to plug in, and network managers can set up or augment networks without
installing or moving wires. Wireless LANs offer the following productivity,

service, convenience, and cost advantages over traditional wired networks:

= Mobility improves productivity and service—Wireless LAN sys-
tems can provide LAN users with access to real-time information anywhere
in their organization. This mobility supports productivity and service oppor-

tunities not possible with wired networks.

= Installation Speed and Simplicity—Installing a wireless LAN sys-
tem can be fast and easy and can eliminate the need to pull cable through

walls and ceilings.

= Installation Flexibility—Wireless technology allows the network to go

where wire cannot go.

= Reduced Cost-of-Ownership—While the initial investment required
for wireless LAN hardware can be higher than the cost of wired LAN hard-
ware, overall installation expenses and life-cycle costs can be significantly
lower. Long-term cost benefits are greatest in dynamic environments requir-

ing frequent moves, adds, and changes.

« Scalability—Wireless LAN systems can be configured in a variety of
topologies to meet the needs of specific applications and installations. Con-
figurations are easily changed and range from independent
networks suitable for a small number of users to full infrastructure networks

of thousands of users that allow roaming over a broad area.
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LAN-LAN
BRIDGE

WIRELESS WIDE AREA
NETWORK (WWAN)

WIRELESS LocAL
AREA NETWORK

WIRELESS PERSONAL
AReA NETWORK (WPAN)

WIRELESS METROPOLI-
TAN AREA NETWORK

(WLAN) NeTwork (WMAN)
METRQODOL ITAN AREA
COVERAGE AREA IN BUILDING OR BUILDING TO BUILDING NATIONAL A FEW FEET
CAMPUS
CATENSTONUF
FuNcTION EXTENSION OR ALTERNATIVE EXTENSION OF LAN WIRED LAN
ALTERNATIVE TO TO WIRED ALTERNATIVE TO CABLE
WIRED LAN CONNECTION
ES.
USER FEE NO NO YES NO
1.0-100Rp:
10-160K8BPS
TyrPicAL THROUGHPUT 1-11 Mgps 2-100 Mgps 1-32kBPS 0.1-4 Meps

TABLE 1 HIGH-LEVEL DIFFERENCES BETWEEN WLANS AND OTHER WIRELESS TECHNOLOGIES

How WLANS WORK

Wireless LANS use electromagnetic airwaves (radio and infrared) to communicate information from one point
to another without relying on any physical connection. Radio waves are often referred to as radio carriers
because they simply perform the function of delivering energy to a remote receiver. The data being transmitted
is superimposed on the radio carrier so that it can be accurately extracted at the receiving end. This is gener-
ally referred to as modulation of the carrier by the information being transmitted. Once data is superimposed
(modulated) onto the radio carrier, the radio signal occupies more than a single frequency, since the frequen-

cy or hit rate of the modulating information adds to the carrier.

Multiple radio carriers can exist in the same space at the same time without interfering with each other if the
radio waves are transmitted on different radio frequencies. To extract data, a radio receiver tunes in (or selects)

one radio frequency while rejecting all other radio signals on different frequencies.

In a typical WLAN configuration, a transmitter/receiver (transceiver) device, called an access point, connects
to the wired network from a fixed location using standard Ethernet cable. At a minimum, the access point
receives, buffers, and transmits data between the WLAN and the wired network infrastructure. A single
access point can support a small group of users and can function within a range of less than one hundred
to several hundred feet. The access point (or the antenna attached to the access point) is usually mounted
high but may be mounted essentially anywhere that is practical as long as the desired radio coverage is

obtained.

End users access the WLAN through wireless LAN adapters, which are implemented as PC cards in note-
book computers, or use ISA or PCI adapters in desktop computers, or fully integrated devices within hand-
held computers. WLAN adapters provide an interface between the client network operating system (NOS)

and the airwaves (via an antenna). The nature of the wireless connection is transparent to the NOS.

www.nwn.com

WLANS & Other Wireless

Technologies

Wireless LANSs provide all the functionali-
ty of wired LANSs, but without the physical
constraints of the wire itself. Wireless LAN
configurations include independent net-
works, offering peer-to-peer connectivity,
and infrastructure networks, supporting
fully distributed data communications.
Point-to-point local-area wireless solu-
tions, such as LAN-LAN bridging and per-
sonal-area networks (PANs), may overlap
with some WLAN applications but funda-
mentally address different user needs. A
wireless LAN-LAN bridge is an alternative
to cable that connects LANS in two sepa-
rate buildings. A wireless PAN typically
covers the few feet surrounding a users
workspace and provides the ability to syn-
chronize computers, transfer files, and
gain access to local peripherals.

Wireless LANs also should not be confused
with wireless metropolitan-area networks
(WMANSs), packet radio often used for
law-enforcement or utility applications, or
with wireless wide-area networks
(WWANS), wide-area data transmission
over cellular or packet radio. These sys-
tems involve costly infrastructures, provide
much lower data rates, and require users
to pay for bandwidth on a time or usage
basis. In contrast, on-premise wireless
LANS require no usage fees and provide
100 to 1000 times the data transmission
rate.
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Bluetooth

Bluetooth technology is a forthcoming
wireless personal area networking
(WPAN) technology that has gained sig-
nificant industry support and will coexist
with most wireless LAN solutions. The
Bluetooth specification is for a 1 Mbps,

Wired Server

PC card

=N

small form-factor, low-cost radio solution
that can provide links between mobile
phones, mobile computers and other
portable handheld devices and connectivi-
ty to the internet. This technology,
embedded in a wide range of devices to
enable simple, spontaneous wireless con-
nectivity is a complement to wireless
LANs - which are designed to provide con-
tinuous connectivity via standard wired
LAN features and functionality.
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FiGure 2. TyricAL WLAN CONFIGURATION

WLAN CONFIGURATIONS

INDEPENDENT WLANS

The simplest WLAN configuration is an independent (or peer-to-peer) WLAN
that connects a set of PCs with wireless adapters. Any time two or more wire-
less adapters are within range of each other, they can set up an independent
network (Figure 3). These on-demand networks typically require no admin-

istration or preconfiguration.
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FIGURE 3. INDEPENDENT WLAN
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FIGURE 4. EXTENDED-RANGE INDEPENDENT WLAN UsING
AcCCESS POINT AS REPEATER

Access points can extend the range of independent WLANS by acting as a
repeater (see Figure 4), effectively doubling the distance between wireless
PCs.

a

INFRASTRUCTURE WLANS

In infrastructure WLANS, multiple access points link the WLAN to the wired
network and allow users to efficiently share network resources. The access
points not only provide communication with the wired network but also medi-
ate wireless network traffic in the immediate neighborhood. Multiple access
points can provide wireless coverage for an entire building or campus (see

Figure 5, page 5).
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FIGURE 5. INFRASTRUCTURE WLAN

MICROCELLS AND ROAMING

Wireless communication is limited by how far signals carry for given power
output. WLANSs use cells, called microcells, similar to the cellular telephone
system to extend the range of wireless connectivity. At any point in time, a

mobile PC equipped with a WLAN adapter is associated with a single access

point and its microcell, or area of coverage. Individual microcells overlap to
allow continuous communication within wired network. They handle low-
power signals and “hand off” users as they roam through a given geograph-

ic area.

Server

Ficure 6. HANDING oFF THE WLAN CONNECTION
BETWEEN ACCESS POINTS

WIRELESS LAN

TECHNOLOGY OPTIONS

Manufacturers of wireless LANS have a range of technologies to choose from
when designing a wireless LAN solution. Each technology comes with its

own set of advantages and limitations.

SPREAD SPECTRUM

Most wireless LAN systems use spread-spectrum technology, a wideband
radio frequency technique originally developed by the military for use in reli-

able, secure, mission-critical communications systems. Spread-spectrum is

designed to trade off bandwidth efficiency for reliability, integrity, and secu-
rity. In other words, more bandwidth is consumed than in the case of nar-
rowband transmission, but the tradeoff produces a signal that is, in effect,
louder and thus easier to detect, provided that the receiver knows the para-
meters of the spread-spectrum signal being broadcast. If a receiver is not
tuned to the right frequency, a spread-spectrum signal looks like background
noise. There are two types of spread spectrum radio: frequency hopping and

direct sequence.

Www.nwn.com
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FREQUENCY-HOPPING SPREAD SPECTRUM

NARROWBAND TECHNOLOGY

TECHNOLOGY

Frequency-hopping spread-spectrum (FHSS) uses a narrowband carrier that
changes frequency in a pattern known to both transmitter and receiver. Prop-
erly synchronized, the net effect is to maintain a single logical channel. To an

unintended receiver, FHSS appears to be short-duration impulse noise.

80 —
60 -
St 0 —
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0

A narrowband radio system transmits and receives user information on a
specific radio frequency. Narrowband radio keeps the radio signal frequency
as narrow as possible just to pass the information. Undesirable crosstalk
between communications channels is avoided by carefully coordinating dif-

ferent users on different channel frequencies.

A private telephone line is much like a radio frequency. When each home in
a neighborhood has its own private telephone line, people in one home can-
not listen to calls made to other homes. In a radio system, privacy and non-
interference are accomplished by the use of separate radio frequencies. The
radio receiver filters out all radio signals except the ones on its designated

frequency.

Time

FIGURE 7. FREQUENCY HOPPING SPREAD SPECTRUM

DIRECT-SEQUENCE SPREAD SPECTRUM TECHNOLO-
GY

Direct-sequence spread-spectrum (DSSS) generates a redundant bit pattern

for each bit to be transmitted. This bit pattern is called a chip (or chipping
code). The longer the chip, the greater the probability that the original data
can be recovered (and, of course, the more bandwidth required). Even if one
or more bits in the chip are damaged during transmission, statistical tech-
niques embedded in the radio can recover the original data without the need
for retransmission. To an unintended receiver, DSSS appears as low-power

wideband noise and is rejected (ignored) by most narrowband receivers.

“one” data bit

"zero” data bit
N

10-chip code—
worc for each
“one” data bit

same chip code—
worc but inverter
for “zera” dara hit

FIGURE 8. DIRECT SEQUENCE SPREAD SPECTRUM
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Multipath Effects

As Figure 9 shows, a radio signal can
take multiple paths from a transmitter to
a receiver, an attribute called multipath.
Reflections of the signals can cause them
to become stronger or weaker, which can
affect data throughput. Affects of multi-
path depend on the number of reflective
surfaces in the environment, the distance
from the transmitter to the receiver, the
product design and the radio technology.

Transmitter

WLAN
Receiver,

Figure 9. Radio Signals Traveling over Multiple Paths

WLAN CusToOMER CONSIDERATIONS

Compared with wired LANS, wireless LANs provide installation and config-
uration flexibility and the freedom inherent in the network mobility. Potential
wireless LAN customers should also consider some or all of the following

issues.

RANGE/COVERAGE

The distance over which RF waves can communicate is a function of prod-
uct design (including transmitted power and receiver design) and the prop-
agation path, especially in indoor environments. Interactions with typical
building objects, including walls, metal, and even people, can affect how
energy propagates, and thus what range and coverage a particular system
achieves. Most wireless LAN systems use RF because radio waves can pen-
etrate many indoor walls and surfaces. The range (or radius of coverage) for
typical WLAN systems varies from under 100 feet to more than 500 feet.
Coverage can be extended, and true freedom of mobility via roaming, pro-

vided through microcells.

THROUGHPUT

Users of traditional Ethernet LANs generally experience little difference in
performance when using a wireless LAN and can expect similar latency
behavior. Wireless LANs provide throughput sufficient for the most common
LAN-based office applications, including electronic mail exchange, access

to shared peripherals, and access to multi-user databases and applications.

INTEGRITY AND RELIABILITY

As with wired LAN systems, actual throughput in wireless LANs is product
and set-up dependent. Factors that affect throughput include airwave con-
gestion (number of users), propagation factors such as range and multipath,
the type of WLAN system used, as well as the latency and bottlenecks on the

wired portions of the WLAN. Typical data rates range from 1 to 11 Mbps.

Wireless data technologies have been proven through more than
fifty years of wireless application in both commercial and military
systems. While radio interference can cause degradation in through-
put, such interference is rare in the workplace. Robust designs of
proven WLAN technology and the limited distance over which sig-
nals travel result in connections that are far more robust than cellu-
lar phone connections and provide data integrity performance equal

to or better than wired networking.

www.nwn.com
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INTEROPERABILITY WITH WIRED
INFRASTRUCTURE

SIMPLICITY/EASE OF USE

Most wireless LAN systems provide industry-standard interconnection

with wired systems, including Ethernet (802.3) and Token Ring (802.5). Stan-
dards-based interoperability makes the wireless portions of a network com-
pletely transparent to the rest of the network. Wireless LAN nodes are sup-
ported by network operating systems in the same way as any other LAN node-
via drivers. Once installed, the NOS treats wireless nodes like any other com-

ponent of the network.

INTEROPERABILITY WITH WIRELESS
INFRASTRUCTURE

There are several types of interoperability that are possible between

wireless LANSs. This will depend both on technology choice and on the spe-
cific vendor's implementation. Products from different vendors employing the
same technology and the same implementation typically allow for the inter-
change of adapters and access points. The goal of industry standards, such
as the IEEE 802.11 specifications is to allow compliant products to interoper-

ate without explicit collaboration between vendors.

INTERFERENCE AND COEXISTENCE

Users need very little new information to take advantage of wireless LANS.
Because the wireless nature of a WLAN is transparent to a user's NOS, appli-
cations work the same as they do on tethered LANs. WLAN products incor-
porate a variety of diagnostic tools to address issues associated with the
wireless elements of the system; however, products are designed so that

most users rarely need these tools.

WLANs simplify many of the installation and configuration issues that
plague network managers. Since only the access points of WLANSs require
cabling, network managers are freed from pulling cables for WLAN end
users. Lack of cabling also makes moves, adds, and changes trivial opera-
tions on WLANs. Finally, the portable nature of WLANs
lets network managers preconfigure and troubleshoot entire networks before
installing them at remote locations. Once configured, WLANs can be moved

from place to place with little or no modification.

SECURITY

The unlicensed nature of radio-based wireless LANs means that other prod-
ucts that transmit energy in the same frequency spectrum can potentially pro-
vide some measure of interference to a WLAN system. Micro-wave ovens are
a potential concern, but most WLAN manufacturers design their products to
account for microwave interference. Another concern is the co-location of
multiple WLAN systems. While co-located WLANS from different vendors may
interfere with each other, others coexist without interference. This issue is best

addressed directly with the appropriate vendors.

Because wireless technology has roots in military applications,
security has long been a design criterion for wireless devices. Secu-
rity provisions are typically built into wireless LANs, making them
more secure than most wired LANSs. It is extremely difficult for unin-
tended receivers (eavesdroppers) to listen in on wireless LAN traf-
fic. Complex encryption techniques make it impossible for all but
the most sophisticated to gain unauthorized access to network traf-
fic.In general, individual nodes must be security-enabled before
they are allowed to participate in network traffic. [Please see

WLANA's web site for a detailed white paper on security.]

Wwww.nwn.com
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A wireless LAN implementation includes both infrastructure costs, for the
wireless access points, and user costs, for the wireless LAN adapters. Infra-
structure costs depend primarily on the number of access points deployed;
access points range in price from $800 to $2,000. The number of access
points typically depends on the required coverage region and/or the number
and type of users to be serviced. The coverage area is proportional to the
square of the product range. Wireless LAN adapters are required for standard
computer platforms, and range in price from $200 to $700.The cost of installing
and maintaining a wireless LAN generally is lower than the cost of installing
and maintaining a traditional wired LAN, for two reasons. First, a WLAN
eliminates the direct costs of cabling and the labor associated with installing
and repairing it. Second, because WLANs simplify moves, adds, and
changes, they reduce the indirect costs of user downtime and administrative

overhead.

SCALABILITY

Wireless networks can be designed to be extremely simple or quite complex.
Wireless networks can support large numbers of nodes and/or large physi-

cal areas by adding access points to boost or extend coverage.

BATTERY LIFE FOR MOBILE PLATFORMS

End-user wireless products are capable of being completely untethered, and
run off the battery power from their host notebook or hand-held computer.
WLAN vendors typically employ special design techniques to maximize the

host computer's energy usage and battery life.

SAFETY

The output power of wireless LAN systems is very low, much less than that
of a hand-held cellular phone. Since radio waves fade rapidly over distance,
very little exposure to RF energy is provided to those in the area of a wire-
less LAN system. Wireless LANs must meet stringent government and
industry regulations for safety. No adverse health affects have ever been

attributed to wireless LANS.

summary

Flexibility and mobility make WLANs both effective extensions and
attractive alternatives to wired networks. Wireless LANs provide all the
functionality of wired LANS, but without the physical constraints of the
wire itself. WLAN configurations include independent networks, suitable
for small or temporary peer-to-peer configurations, and infrastructure
networks, offering fully distributed data connectivity via microcells and
roaming. In addition to offering end-user mobility within a networked
environment, WLANS enable portable networks, allowing LANS to move

with the knowledge workers that need them.

A wide range of WLAN products are now available. By evaluating the
strengths and differences of each of these offerings, savvy network man-
agers and users can choose a WLAN solution that best meets their busi-
ness and application objectives. Customers who want to learn more
about wireless LANs and WLAN technology can look to the Wireless

LAN Alliance for assistance (http://www.wlana.com).
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The Wireless LAN Alliance

The Wireless LAN Alliance (WLANA) is a non-
profit industry trade association comprised of
wireless LAN vendors. Founded in 1996, WLANA
provides ongoing education about applications for,
and industry directions of, wireless local area net-
works. WLANA is committed to establishing the
wireless LAN as a key component of local area
network technology. To that end, members provide
a clearinghouse of information on specific applica-
tions, current technologies, and future capabilities

of wireless LANS.

For more information about WLANA or wireless
LANSs, please visit the WLANA web site at
http://www.wlana.com. The WLANA web site also
provides descriptions of popular WLAN applica-

tions deployed in actual customer networks.

The contents of this brochure has been

provided by WLANA, Inc.
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WLAN Glossary

Access Point — A device that transports data
between a wireless network and a wired network

(infrastructure).

IEEE 802.X — A set of specifications for Local
Area Networks (LAN) from The Institute of Elec-
trical and Electronic Engineers (IEEE). Most
wired networks conform to 802.3, the specifica-
tion for CSMA/CD based Ethernet networks. The
802.11 committee completed a standard for 1
and 2 Mbps wireless LANs in 1997 that has a
single MAC layer for the following physical-layer
technologies: Frequency Hopping Spread Spec-
trum, Direct Sequence Spread Spectrum, and
Infrared. IEEE 802.11 HR, an 11 Mbps version of
the standard is expected to be completed by the

end of 1999,

Independent network — A network that pro-
vides (usually temporarily) peer-to-peer connec-
tivity without relying on a complete network

infrastructure.

Infrastructure network — A wireless net-
work centered around an access point. In this
environment, the access point not only pro-
vides communication with the wired network
but also mediates wireless network traffic in the

immediate neighborhood.
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Microcell — A bounded physical space in
which a number of wireless devices can commu-
nicate. Because it is possible to have overlap-
ping cells as well as isolated cells, the bound-
aries of the cell are established by some rule or

convention.

Multipath — The signal variation caused when
radio signals take multiple paths from transmit-

ter to receiver.

Radio Frequency (RF) Terms: GHz, MHz,
Hz — The international unit for measuring fre-
quency is Hertz (Hz), which is equivalent to the
older unit of cycles per second. One Megahertz
(MHz) is one million Hertz. One Gigahertz (GHz)
is one billion Hertz. For reference: the standard
US electrical power frequency is 60 Hz, the AM
broadcast radio frequency band is 0.55 -1.6
MHz, the FM broadcast radio frequency band is
88-108 MHz, and microwave ovens typically

operate at 2.45 GHz.

Roaming — Movement of a wireless node
between two microcells. Roaming usually occurs
in infrastructure networks built around multiple

access points.

Wireless Node — A user computer with a

wireless network interface card (adapter).



